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DEMYSTIFYING GDPR

GDPR or General Data Protection regulation has been a recent game 

changer that has brought in a substantial shift in the ways & means of 

handling the personal data of an EU resident. This is has not only 

introduced a rigor in data protection,but has also set out as a benchmark 

against other countries for personal data protection.

A Data Protection law defines the basic principles that organizations, 

governments, and businesses should obey in order to keep the personal 

data of their clients and employees safe and intact. The EU's data security 

laws have always been considered up to the mark worldwide as they strive 

to put consumer privacy first.The General Data Protection regulation 

supplants the Data Protection directive 95/46/EC.It contains clauses and 

requirements concerning the processing of personal information of 

individuals of EU.Accessible in three languages, GDPR is not a new 

concept; with the aim of providing EU citizens with enhanced control over 

their data, the regulation was sanctioned in May2016 and immediately 

became a law. Businesses had a 2 year implementation period and 

itsexecution commenced from 25th May 2018.Apart from the EU based 

organizations GDPR may also be applied on businesses that may not even 

have footprints in the union but process personal information of EU 

citizens.The regulation has a broader interpretation of personal 

data;Critical data breach policies, Accountability as well as severe 

penalties. A big question that arises is what all is categorized as personal 

data, the answer can be as simple as the name of a person ranging to even 

his location or IP address of his computer. Essentially, it can be considered 

as any information that can give away someone's personal identity or their 

whereabouts. Hence any business consuming or processing such 

information of an EU citizen has to mandatorily follow the regulation.

What has changed?

Due to the data ownership that has been put in the hands of individuals, it is 

likely that they are the ones who will elicitrequests as well as complains to 

the companies which are yet to pledge compliance to the regulation. The 

most immediate alterations that are going to be apparent will be to the 

privacy policies of the organizations, which means consumers are going to 

receiveamplee-mails about collection and usage of their data.Customers 

will be able to access everything that a particular company has on them.In a 

recent news, one of the marketing firms said its clients have lost over 80% 

of their audience as they couldn't get clients to open the privacy mail and 

acquire their confirmation, which is worsening the situation of email 

marketers.

Some of the ways in which GDPR brings enhanced protection to the rights 

of individuals, are:

• Right to Erasure is an obligation that has been expanded; Under

 Article 17 EU Citizens have a right to request deletion of their

 personal data if it's no longer used. The right is absolute and only

 applies under some situations. 

• Organizations cannot keep the data for longer than they require as it

 reduces the risk of the data being excessive, out of date and

 extraneous.

• There is another solid addition to the regulation pertaining to children

 stating that protection should be stricter in case of children as they are

 less likely to understand the risks.

• The businesses not only have to process data lawfully,they also have

 to ensure lawfulness of processing on the stored data, establish

 legitimate reasons of keeping it, provide better access to it and erase

 or return it on request.

• Organizations will not be able to charge for complying with a request

 made by the customer.

What are the accurate steps towards GDPR compliance?

• Transparency: Organizations needs to establish the transparency of

 data processing to the data subjects while collecting, processing,

 storing, transferring, archiving and disposing the personal data.

• Records of processing: It is imperative for organizations to maintain a

 record of the processing or data inventorization so that they can

 demonstrate the legitimacy of data processing to the authorities as

 required. The data should be documented, organized and audited. All

 the access points and risk factors to the stored data should be

 examined.

• Data Minimization: Minimize and maintain only the required amount

 of personal data you hold based.

• Alertness: Proper Awareness should be spread all over the

 workplace taking notice of the key decision makers that should
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 be creating variations to adhere

 to the new bylaw. The impact

 these changes would hold should

 be envisioned.

• Sharing privacy information:

 The current privacy notifications

 s h o u l d  b e  r e v i e w e d  a n d

 necessary changes should be

 m a d e  t o  s u s t a i n  G D P R

 implementation.

• Individuals '  r ights:  Every

 process should cover all the

 rights that are reinforced in the regulation including how the data would

 be deleted, returned or accessed if requested. Procedures should be

 updated in order to cater to the customer requests within the new

 timescale.

• Consent: Organizations should evaluate and seek how the consents

 are taken. Systems should be put in place to identify the actual age of

 the user and consents should be acquired from the guardian if the user

 is below 16 years of age. Foregoing consents should also be refreshed

 according to the rules.

• Data breaches: Procedures should be present to detect, account or

 investigate a data leak. Breaches should be reported if it can result in

 loss, damage to reputation or discrimination towards basic rights of

 an individual. Failure to report the authority within 72 hours of a

 breach would require the company to send the reasons of delay

 accompanying the notification.

• Data Protection Officers / Data protection representative :

 Organization will need to designate a data protection officer or a

 representative. He / She shall be responsible for development,

 implementation and representation of the organization to the external

 world including the supervisory authorities.

What are the implications of Non-Compliance?

The administrative fines are flexible rather than obligatory. Not all 

violations will result in similar charges; the enforcement might differ 

depending on the seriousness of the situation. Circumstantial analysis will 

be made treating every case differently.

• As mentioned in recitals of the

 regulation, possible penalties for

 non compliance are formidable,

 reaching as high as 4 percent of

 global revenue or 20 million euros,

 whichever is greater.

• The administrative fines are the

 penalties dealing with the readiness

 and organizational failures in complying with the data protection law,

 deficient of a DPO or failure to implement the regulation by “Design and

 Default”. These fines can cost up to €10 million or 2% of universal

 annual revenue, whichever is greater. 

• The penalties can be centered on any of the articles of GDPR and the

 supervisory authorities may impose the fine depending on the severity,

 nature and duration of the state of affairs.

Over and above the financial implications, 

organizations are far more concerned 

about the brand and reputational loss that 

would be incurred due to the non-

compliance. Organizations would fail to 

establish the trust with their customers, 

vendors, suppliers, employees, third 

parties etc. who form their ecosystem 

which in-turn will result in the business in 

itself. 

What is the scenario after the 

commencement?

"There many misconceptions when it comes to GDPR," says Fatima Khan, 

CPO at Demand base, a marketing platform for B2B companies. One of 

them being that there gulation doesn't allow companies to process any 

personal data, which is a misbelief as the law only mandates that the 

processing of personal data should be lawful. Closely following the 

commencement:

• Lawsuits were filed against the tech giants Facebook, WhatsApp,

 Google, Apple, Amazon and LinkedIn throughout many countries, but

 the fines did not ensue instantaneously.

• While many organizations are struggling to pledge compliance,

 companies like IBM and Microsoft were ahead in the race and started

 providing solutions to help others get GDPR ready.

• According to the companies graphed, the principal challenges in

 attaining obedience are:

 1. Absence of staff with relevant expertise

 2. Lack of specific financial plan

 3. Limited consciousness about GDPR

Following the guidelines might also result into less adept apps as figures 

like individual location and targeted ads use personal information. 

According to a new article by Eff.org, it can be reflected that browser 

fingerprinting can also be deemed to be included under GDPR compliance 

like cookies were required to be visible in Data directive. Apart from the 

fact that these substantial fines might put forward that the Data protection 

law is all about penalties and heavy guidelines to follow, the core purpose 

is essentially to provide individuals with absolute control over their rights 

to protect and be rigorous about their personal data

Practical issues faced by organizations

Organizations are now coping up with reality of the compliances and now 

have started reacting and taking steps towards the compliances. Based on 
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the sector and nature of work & data processing, are facing the challenge of 

setting the data governance mechanism, including appointing a Data 

Protection officer. 

• Mostly organizations are not clear on when they would be in a clear cut

 GDPR compliant state, and due to this they have started reaching out to

 consulting organizations to take their advice and assess their current

 state in terms of GDPR readiness and also to construct the roadmap. 

• Certain organizations though have been proactive in implementing

 controls, though do not want to proactively inform the Supervisory

 Authorities of any of their actions as these may draw attention and would

 be investigated further.

• Certain organizations are willing to lose some business and close down

 their EU interfaces and customers and thus dissect the GDPR

 applicability.

Some of the organizations who have taken a bold step and defined a clear 

roadmap are now facing challenges in implementation as they would need 

a dedicated team to clearly define the roadmap tracks and further monitor 

and track the progress.  

GDPR as a business value driver

Organizations should consider GDPR not as a compliance burden but as a 

business enabler.

• A GDPR compliant organization can build a better brand value amongst

 competition, building of trust with Data Subjects& stakeholders to drive

 loyalty and retention. 

 • With GDPR, organizations can prevent loss of customers and market

 share as a result of data breaches and law suits. They can leverage

 privacy as a competitive advantage as for global businesses technology

 & data have to be seamlessly integrated.

* Mr. Prashant Gupta is a Partner- Advisory at Grant Thornton India.
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